
L360 Authentication Flow 
Updated 9.2.26 

 

Page 1 of 7 
 

Sterling Lexicon provides relocation services to employees of corporate clients through the 
L360 platform. Prior to receiving access credentials, employees are contacted by Sterling 
Lexicon through email, phone, or other business communications regarding their 
relocation program and the services available to them. Once eligibility is confirmed, an 
L360 account is created by an authorized Sterling Lexicon administrator, and login 
credentials are provided directly to the employee. 

L360 allows authorized users to review their relocation benefits, track service activity, and 
manage applicable payments. To protect user accounts, meet industry security standards, 
and satisfy audit and compliance requirements, L360 requires multifactor authentication 
(MFA) for all users. During authentication, users receive a one-time verification code via 
SMS text message or voice call to verify their identity before accessing their account. These 
messages are transactional in nature and are sent solely to facilitate secure access to the 
L360 platform and the relocation benefits provided by the user's employer. 

Process steps: 

Step  Stage  Description  

1  Account creation  
An authorized Sterling Lexicon administrator creates the 
L360 account. Public self-registration is not available.  

2  Initial sign-in  
The authorized user enters the credentials provided for the 
L360 account.  

3  
MFA 
method selection  

The authentication page asks the user to enter a phone 
number and choose Text message or Voice call.  

4  
Consent and 
request  

For SMS, the user reviews the disclosure and policy links, 
selects Text message, and requests the security code.  

5  Code delivery  
L360 sends a one-time security code to the phone number 
provided.  

6  Code verification  
The user enters the security code to complete 
authentication.  

7  Recovery option  
If the user loses access to the phone number, an available 
recovery-code process may be used.  

8  
Agreement 
acceptance  

After the first successful login, the user is prompted to 
accept the End User License Agreement.  
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Application log in page text includes links to a video showing the authentication process, 
this process flow document, and Mobile Privacy Policy and Terms and Conditions.  

 

L360 Requires Multifactor Authentication 

• Multi Factor Authentication via SMS has been activated in L360. 

• We do not share, sell, or provide your mobile phone number or messaging consent 
data to third parties or affiliates for marketing or promotional purposes. 

• SMS message frequency varies based on registration activity and new device 
access. Message and data rates may apply. 

• Our MFA process now requires all users to login in and input an SMS enabled phone 
number of your choosing.  You will now receive your MFA code via text message. 

• Watch our Multifactor Authentication tutorial for additional assistance 

• Please contact your Sterling Lexicon representative for any additional assistance or 
to opt out of messaging 

• L360 Authentication Flow 

• SMS Privacy Policy and Terms and Conditions 

 

https://sterlinglexicon.storylane.io/share/6en7tjtfpqzj
https://sterlinglexicon.storylane.io/share/6en7tjtfpqzj
https://lexicon360.com/Pro/Portal/Lexicon/Open/l360_authentication_flow.pdf
https://lexicon360.com/pro/portal/lexicon/open/SMSPrivacyPolicyAndMobileTermsAndConditions.pdf
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Login Prompt 
L360 user accounts are created by authorized Sterling Lexicon administrators before a 
user’s first login. Account credentials are then delivered to the user through an automated 
email from the application. L360 does not support public self-registration, and users 
cannot create their own accounts from the login page. All accounts must be provisioned by 
internal administrators before access is granted. 

 

 

Auth0 Multifactor Authentication (MFA) Page 

During the MFA enrollment process, the user is prompted to enter an SMS-enabled mobile 
phone number and select a preferred authentication method: Text Message or Voice Call. 
To receive a one-time verification code via SMS, the user must select Text Message and 
continue with the authentication process. 

SMS Opt-In Disclosure 

By selecting Text Message and continuing, the user consents to receive a one-time 
verification code from Sterling Lexicon via SMS for the purpose of authenticating 
access to the L360 platform. Message frequency varies based on login activity and 
device enrollment. Standard message and data rates may apply. Additional 
information is available in the Mobile Terms and Conditions and Privacy Policy. 
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The user's selected authentication method, phone number, and enrollment activity are 
recorded within the Auth0 authentication platform as part of the MFA registration and 
verification process. 

The user must select either Text Message or Voice Call to receive a one-time verification 
code and complete authentication. 

Although the MFA page is publicly accessible, users cannot create their own accounts. All 
L360 user accounts are provisioned in advance by authorized Sterling Lexicon 
administrators, and public self-registration is not available. 

 

Text Selected 
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Voice Selected 

 

Example of message send to end user 
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Prompt asking for MFA code sent via SMS 

 

Recovery code if user loses or changes number. 

 

User accepts EULA at first login. This acceptance is stopred in L360 and can be reset by an 
admin if necessary.  
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